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Review Date: June 2027
1. Purpose
This policy sets out how Brandon and Bretford Parish Council manages IT systems to ensure secure handling of data, compliance with UK legislation, appropriate use, and protection from cyber risks.
2. Scope
Applies to councillors, the Parish Clerk, employees, contractors, and covers all IT equipment including devices, email, cloud systems, website, and data systems.
3. Responsibilities
The Council approves and oversees IT, the Clerk manages systems daily, and users must comply and report issues.
4. Acceptable Use
IT systems must be used for official council business only and not for illegal or inappropriate purposes.
5. Email
Council email accounts must be used professionally and in line with data protection requirements.
6. Data Protection
Users must comply with UK GDPR, protect sensitive data, and use strong passwords.
7. Device Security
Devices must be secured, updated, and any loss reported immediately.
8. Cyber Security
The Council will maintain basic protections and users must be alert to phishing and suspicious activity.
9. Social Media
Only authorised users may post on behalf of the Council.
10. Data Retention
Data must be retained only as long as necessary and disposed of securely.
11. Monitoring
The Council may monitor IT use and investigate breaches.
12. Review
Reviewed annually or when needed.
13. Approval
Approved by Brandon and Bretford Parish Council on: 22nd June 2026

Signed: __________________________
Chair of the Council
